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Struggling to integrate your policies across 
multiple networking devices?

Any enterprise networking rack has a plethora of devices. Routers, 
firewalls, UTMs, bandwidth managers and more. As network users 
and their applications become more sophisticated, its a constant 
struggle to keep the network infrastructure updated and aligned with 
user expectations and corporate policy. 

MSG Enterprise Edition consolidates your entire networking closet 
(or rack) into a single, intelligent, intuitive network appliance. More 
significantly, the MSG enables an identity centric, profile based 
network infrastructure that adapts network behavior and resources 
based on user identities.  

While traditional networking devices provide most of the core func-
tionality desired, the challenge is making them work together to easily 
achieve your policy objectives.  

These challenges include tasks like building seamless security com-
pliance, efficient allocation of bandwidth, network admission control 
and managing user activity. What’s required is a more holistic ap-
proach to both building and managing modern enterprise networks.

Virtualization for the Network

Server virtualization has revolutionized computing by offering on-
demand, customized computing environments. The MSG brings 
identity centric virtualization to the network. Each session operates 
inside a personalized environment which allows unprecedented 
control of your network traffic. For example, each session can have 
personalized routing, security filters & QoS. 

Virtualization profiles encapsulate the entire configuration information 
required for all MSG sub-systems. Using a browser GUI, administra-
tors manage these profiles while the underlying networking blocks 
are automatically configured and validated by the MSG to avoid 
conflicts and mistakes in your network.

Virtual Engines

IP Router - Standards based static and dynamic routing.  Identity 
based session routing. 

Unified Threat Management (UTM)  - Firewall, IP filtering, 
gateway anti-virus, anti-spam, personalized content filtering 
& IPS with on-board hardware acceleration engine to boost 
performance. 

Policy & Identity Management Engine - Design, store & 
enable user policies directly on the MSG. Support real-time query 
of external policy servers (RADIUS, LDAP, Windows ADS) on a per 
user basis. All policies are automatically applied as and when the 
user is detected or authenticated on the network.    

Bandwidth Management Engine - Enable dynamic QoS 

•

•

•

•

Consolidate your 
network

MSG-3000 Series 

MSG-2100 Series 

All-in-one architecture and unprecedented personalization capa-
bilties make the MSG a formidable choice

capabilities based on nature of traffic & user identity. Personalize 
network experience while catering for latency sensitive applications, 
peak & off-peak traffic handling. 

VPN Engine - IPSec, L2TP and PPTP supported.  Build  secure 
site-to-site networks with road warrior (dial-in) support using standard 
VPN dialers.  

WAN Link Load Balancer - Manages multiple ISP uplinks. Split, 
policy route or use as active-passive configuration to optimize your 
WAN bandwidth providers.

Session Metering Engine - Accumulate detailed metrics and 
usage data for each session. Define per user quotas for network 
time and download limits. Isolate bandwidth abusers and optimize 
bandwidth distribution while discouraging misuse (P2P, Torrents). 

Analytics Engine - User centric on device reporting and analysis 
including session metrics, URL logs, security logs, trends, alerts and 
alarms. 

                      

Multiple Modular Appliances 

•

•

•

•

Admin Users

Technical Users

Basic Users

Advanced Users

inventive continuum

Unified Threat Management

Router
VPN

Bandwidth Manager

Identity Manager
Encryption

WAN Load Balancer

Ethernet Switch

VoIP Gateway

Identity Centric Networking

Virtualization Layer

MSG GATEWAY

INTERNET
Personalized

Media
Services
VoIP & IPTV

Other IP
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Content, VPN & More

VAS
Value Added Services

All-in-One Architecture
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Feature Description

Identity Aware Platform Virtual networking per user with 
unprecedented session personalization.
Single sign-on for all network resources.

•

•

Full Stateful Firewall Complete network security
Application level filtering (Skype™, P2P)
Different virtual firewall table per subscriber
Out-of-the-box peace of mind

•

•

•

•

Anti-Virus, Anti-Spam & 
Anti-Malware

Protect e-mail & web traffic without re-
configuration at subscriber/user PC.
Identify problems easily.
Alerts administrator to potential threats.
Automatic update of threat databases.

•

•

•

•

Personalized Content 
Filtering

Identity centric filters.
Block unwanted content & sites.
Pre-determine rouge & friendly networks.
Conserve bandwidth. Improve productivity.

•

•

•

•

Application Filtering & 
Deep Packet Inspection* 
(DPI)

Automatically identify network trends
Control applications including P2P, VoIP, IM 
and more

•

•

Intrusion Prevention Sys-
tem (IPS)

Secure your network from known and 
future attacks. 
Protection works on both internal and 
external network threats

•

•

Bandwidth Management Optimally utilize bandwidth across your 
network. Avoid bottlenecks.
Prioritize users and applications	
Restrict users from over-use or limit 
network usage by schedule. 

•

•

•

Virtual Private Network 
(VPN)

Connect multiple branch offices or remote 
users securely.
Use industry standard protocols
Optional customizable cryptography 
hardware allows higher level of security for 
strategic networks.

•

•

•

Administration Easy administration using browser & 
secure shell (SSH)
Delegate administrative tasks using role 
based administrative access.
Alerts & updates from network

•

•

•

Analytics On appliance, browser based reporting.
SNMP & SOAP/XML support
Browser for textual & graphical reports

•

•

•

Solving Problems
Can the MSG replace a UTM for security?

The MSG provides functionality that is a super-set of what a traditional  
UTM provides. Each user profile has a security sub-profile which al-
lows administrators to configure UTM style security & protection. 

Similar to a UTM, MSG supports bridge and routed modes for easy 
adoption.  Popular networking service daemons - DHCP, DNS, NTP & 
NAT are provided. IPSec VPN capability allows secure site-to-site and 
dial-in access. Gateway level anti-malware, IPS and threat protection 
is standard.

What is Identity Centric Networking?

Unlike ordinary routers, switches and UTM systems, the MSG handles 
traffic with the context of who the traffic belongs to. To identify the 
owner of the traffic and hence establish the identity, the MSG uses 
multiple techniques. These include analyzing packets as well as forc-
ing users to authenticate before permitting network sessions. Authen-
tication can be for humans or even network devices using a variety 
of well established enterprise systems - 802.1x, web page login, 
Windows ADS, LDAP & RADIUS. Once identity is established, the 
MSG creates a personalized, virtual network for each user. Inventum 
refers to this as Identity Centric Networking. 

Can I use the MSG for securing Wi-Fi?

MSG appliances can completely replace the function of wireless ac-
cess controllers to lock-down enterprise access points. Simply add 
any WiFi access points on your network and route them to the MSG. 
With support for 802.1x (WPA/WPA2) and one-time visitor passwords, 
the MSG can authenticate employees and visitors provisioning per-
sonalized sessions for each. If using multiple SSID or virtual AP, MSG 
can securely segregate traffic to pre-determined VLAN based on user 
identity. What’s more, the personalized security profile associated with 
each user, automatically secures network access and applies content 
filters. The MSG can also record session history (private and public IP, 
URL visited) to comply with corporate policy and audits.  

Is bandwidth control possible with the MSG?

MSG enables per user, time-of-day and protocol based bandwidth 
management. Each user profile can contain a bandwidth policy which 
defines committed and burstable information rates. Policies can be 
scheduled based on time-of-day and day-of-week. Additional features 
include Diffserv support and multi-tiered WAN policies. 

* On select models only, upcoming release


